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6 55 $2 71 1% (LGBM) Jz [ £ PR A5 2

® Microsoft Azure » Azure Databricks » Power
Bl » A= plcx0 Al B FE A2 e Al R
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AR AL (diffusion models) » [ i 22 0 58 4= i
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® R} B i 2. 4t (DBMS)HY L B AT a - B4l
B Bt =0 & B E B B A 4 (Microsoft
Structured Query Language (SQL) Server)

® HFEMPNE LM PENBER 2H
figg WA HHEASEES » 140 The Open Group
Architecture Framework (TOGAF)

® 5 HE #k {4 (Agile)Bd % - DevOps > Docker »
Kubernetes » DL K 8 8 & / FF @& &0 &
(Cl/CD)AH sl 1 &8k

® (i FH =i Al I 7% 19 & B > {51l 41 Amazon Web
Services (AWS) SageMaker » Google Vertex
Al » &z APIs

® 1 7 8K {4 (middleware) 1Y %1 3% - il 41
REmote Dlctionary Server (Redis) [/
Elasticsearch / RabbitMQ =

® R ELENE Z B S a8 B o R R F R0
o = EE #E T Python 4RAZE > {140 OpenCV
(Open Source Computer Vision Library) »
TensorFlow » Halcon » VisionPro » Scikit-
learn » PyTorch > Keras > Pandas > NumPy >
eXtreme Gradient Boosting (XGBoost)Zs

® (i A Visual Basic ° Python > Matrix
Laboratory (MATLAB) » R » Microsoft Visual
C++-C/C++>C#>Java- JavaScript language
Bl 55 12 =0HY &8 B
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® X B iR i e A 48 Bg - Il 41 Hadoop -
Spark > Airflow » Kafka &
o UM EEHE({L T E > 4 Tableau >
Metabase > Qlik Sense
® = FH Data Bricks > #{#%#(Data Lake) »
Databricks® Apache Spark fz Big Query ff%
Y& B
o FOREBEIBE AT H U ETL HiB'E
2EN > THETEEEHE REEH
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® 1575 Microsoft Azure Data Analytics > Power
Bl Z3E
® {7 {F T HAYAIE - 40 Kubernetes
AR ® 4k oy Al ® HfF—MERAMEREZMES 2l
® g4k o EFE B BIEEEE ~ A~ R BT - e R
= AIHME ~ Bk - AREMRI AR (IDS)
® Lk AT A AR EZ 4 (IPS) ~ Ui Bk 27 4 ~ 4 H (L
® ik TAZHN fal i 25 %
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® il iR s T AR AN s W iH B EEZ & (CEH)

e

* il 29 F 5T (CISA)
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for Electronic Share Transfer (CREST)
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*Computing Technology Industry
Association (CompTIA) Security+

*GIAC g lE 77 M7 Hili fe 15 4502 125 M5 (GXPN)

*GIAC XA EEHS E i m 3 & (GCIH)

*Global Information Assurance
Certification (GIAC)

*GIAC ;2% 5k (GPEN)

*GIAC Security Essentials (GSEC)

*GIAC Web Application Penetration Tester
(GWAPT)

H (G E AL 2l sk (1SC2)

o QR & R fE R U7 28 B 28 (MCSE)

o {22 L5 50 58 B 22 (OSCE)

o HETN M % 2 B S BU 58 (0SCP)

o O 22 DU [ %% 25 52 (OSEE)

* LT REFENENZ 2FER(PCIISA)

* AL 2R FE I FE N (SSCP)

s EZRHEME (TOGAF)

ARL e HEAREE2FEL] > flWEE

[28] 2 AR AE B fifg i 52 52 (NIST) » 1SO 27001

X AT R E ¥ E R % 2 15 % (PCI-DSS) >

SysAdmin » Audit » Network, and Security

(SANS) - B i =X 2 X &% & HE

(OWASP) » —fi& &K} & Ml #i (GDPR) » DL K

National Institute of Standards and

Technology Special Publication (NIST) 800-

53 &%

B A5 LUT fr e £l 70 5%

i 7 46 =0 FE 48 i 7 & T J7 %€ (Anti-DDoS
Solutions)

o 22 i 17 B 22 2 PR A AZ = (CASB)

*CrowdStrike

*CyberArk

o B T F (R

* Urii 2% {5 0 R[] (EDR)/ Z2E et {55 0 2 [B] JE
(XDR)

s EHTAZIH AL (HIPS)
cAEWHM A (DS) /AR A4
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% B Ey ¥ (Multi-Factor Authentication
(MFA))

* 44 P& A= (H M £ 475 (NIDS)

o 5 TR 1 PR A7 HUE 3 (PAM)

o - M N B S (R B B (SIEM)
MR - BB L AEFE(SOAR)
o 2 EORHE ) g R BERL A4 % (SSL VPN)
o 272 R Ol i 1

o 44 H 1 A2 207 K% (WAF)

o M H AUHE

o B (S {E 4G5 17 HU(ZTNA)

AT B {7 3 1 A A7 BRE & B (IAM) B & R AR
5[5 5 (DLP)SR g ~ S5 i 58 R 18 [ AR &)
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® AWS ZE I T £ Fil

15 2R M
i R 5 B 4

(DevOps) L2 Al

T T AL
S O 4 T R
L IE B
O T

&Rl

T AR~ Ui Bl B B0 1 AT A A B A
2 > B G Infrastructure as a Service
(laaS) - Platform as a Service (PaaS) &
Software as a Service (Saa$S)

# & Red Hat OpenShift » & 28 ¢ fir
(Containers) > Ansible > Elasticsearch >
Grafana > Prometheus > Huawei Cloud Stack
(HCS) » MySQL Kz Redis

FrAE LU HERE

* AWS Certified Solutions Architect
*Microsoft Certified: Azure Solutions
Architect Expert

*Huawei Certified ICT Expert (HCIE) /
Professional (HCIP)

*Alibaba Cloud Certified Expert (ACE) /
Professional (ACP)

{5 A Infrastructure as Code (laC) ¥ 4

Terraform 2 AWS CloudFormation HYy &£ 2%

TEIH A KR Kubernetes (1Y 8 2 41 5%

® EATHANER @ #F Hin &

JF B i A b HY 5B Ui P B

& AR

H

1& Ui Bl 5% B
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< AR 4R
< Rl R i B 3% 4K

il Uit e 5% 2
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B o DASCEROR DD BE e Z S (B AL
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® 2l ke < R FBHROE H
gzl

{5 F Playwright ¢ Detox 3#E{T Ui ¥ b 0 &L -
DA B f5E FH Jest 25 B &L AT G E R Y &8 B
{5 A JavaScript py=(E HEZE - FlAl
React.js * Webpack » Vue.js © AngularlS >
Spring Boot » Django & Express.js & » [
K Babel and ESLint Z5 1Y &1 3%

H ffi TypeScript [l 4 1Y 45 b f A8 H A
15 ES6+ syntax

{5 F Jasper #; 5 » Websphere MQ » WAS >
Oracle » DB2 & X.509 245 fiif iy 4% B
TRREE AV 48 B > 5140 Zustand K React
Query HEATIEMEN /N H (APHFEH 3>
N & Representational State Transfer
(REST) APIs » JavaScript Object Notation
(JSON) }z Test Driven Development (TDD)
{5 e Oy 2 =X 46 1% FE FH (PWA) J3 7% K. Docker
HY 4% B

B B8 2 bR 55 S (B AL A HY &K B

i

P

LR 1V 1N
Eili

® ik A\ K Al BT 52 &

® ik N\ g BUE R
=t

{5 P B A A1 2% 22 48 (ROS)BR {4 S AH B B
2575 A &K B

K B S R A e =0 e T HL > 340 Dlib K
Point Cloud Library (PCL)

% 8 BV IS #2 1F 22 &8 (RTOS) B 2% T {F
ABEEE NN E EERX > B Serial
Peripheral Interface (SPI) » Inter-Integrated
Circuit (12C) - Universal Asynchronous
Receiver-Transmitter (UART) :» Controller
Area Network bus (CAN bus) > Ethernet =
155 5% B BTG B S Y B AR AR o ARGR R
75 BT (MCUs)2H F ke & 1 % B RS 8 5 i 1Y
F i

DL Altium Designer » Cadence =X JE Ll T B
S nt B B S B S AR HY 45 B

{5 FH 17 #S 2B B i B 5% 5T (CAD) R {4 1Y 45 g
514 SolidWorks » Fusion 360 &
THREBEHEREHEANRET R BEEH
Simultaneous Localisation and Mapping
(SLAM) K camera-Light Detection and

Ranging (LiDAR) FYf% 8 4% B
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® V17 i R B R (] B pa B A5 (GPU) 4 A2 432

® [ @ 32-bit STMicroelectronics (STM32){i
P4 28 & Advanced RISC Machine (ARM)ZE
5
(=]
HEE EAHRER
RETHOBIBEATEEINL DAEEE
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